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Arm Forge
An interoperable toolkit for debugging and profiling
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The de-facto standard for HPC development

— Available on the vast majority of the Top500 machines in the world
— Fully supported by Arm on x86, IBM Power, Nvidia GPUs, etc.

State-of-the art debugging and profiling capabilities

— Powerful and in-depth error detection mechanisms (including memory debugging)
— Sampling-based profiler to identify and understand bottlenecks
— Auvailable at any scale (from serial to parallel applications running at petascale)

Easy to use by everyone

— Unique capabilities to simplify remote interactive sessions
— Innovative approach to present quintessential information to users
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Run and ensure application correctness

Combination of debugging and re-compilation

- Ensure application correctness with
- Integrate with continuous integration system.
- Use version control to track changes and leverage Forge’s built-in VCS support.

Examples:
$> ddt --offline aprun -n 48 ./example

$> ddt --connect aprun -n 48 ./example Fio 01 Y Ganvl Toos it

»E S KB EEEE ! OO

Gurrent Group: |All * Focus on current: ® Group © Process  Thread I Step Threads Together
@ I I I
Create Group
Project Files @% [ cstartmpi.c X [ Locals | Current Line(s) | Current Stack | Raw Command |
Search (Ctrl+K) S [1ig { Visuslzation x
A108 Eables [x] [y] = (o1 (v#d); i
@5 orco A Thae EE— File View Viewpoint
%1% crop, Multi-Dimensional Array Viewer x
=% crop, < [ Process 0
= = crep, Array Expression: tables[$i[$jl “f Evaluate
+ % ors <
4 ors_t Distributed Array Dimensions: None [ How do | view distributed arrays? Cancel lrad
i crs,: Staggered Array What does this do? < Align Stack Frames
b 55
15| o [2:17.2560-7 Play "R | Range of i Range of $j Auto-update
16| © |2:18.048|4-7 Process stopped at breakpoint in main (cpi.c:50). : ::: From: |0 k:: From: |0 j:
17 Additional Information Values efu Too (11 }:ﬁ To: 11 j: -
a i =
Display: |Rows | Display: [Columns ¢
¥ Stacks Input/Output |~ Py l sepey [ l
Processes  Function Stacks e
47 main (cpi.c:50) T Bmyid — fom 0107 — 100 Processes Only showif: | See Examples
18 2:19.048|n/a Select process 4 from 0 to 7 n: — 100 g; Data Table |§Salatioal
19 Additional Information e 50 4 ©Golo Visuaize [ Export - Full Window Close
4 i
» Current Stack from 0 to 7 n: — 100 e 0 1 2 3 4 5 6 7 8 9 10 11
from 0 to 7 n: — 100 5 10 q 21‘ j j ﬂ j ﬂ 31 91 ‘01 ”1 ‘21
» Locals from 0to 7 n: — 100  — ! 017 18 AR 0 22 20
from 0 to 7 n: — 100
2:17.832 | main (cpi.c:46) | 0-7 done: — 0i: -~ from 73 to 80 numprocs: from 0 to 7 n: — 100
112:18.323 | main (cpi.c:46) | 0-7 done: — 0i: .~ from 81 to 88 numprocs: from 0 to 7 n: — 100
12{2:18.323 | main (cpi.c:46) |0-7 done: — 0i: -~ from 89 to 96 numprocs: from 0 to 7 n: — 100
13|2:18.325 | main (cpi.c:46) | 0-3 done: — 0i: -~ from 97 to 100 numprocs: — 8 myid: =~ from 0 to 3 n: — 100
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Arm DDT - The Debugger

Who had a rogue behaviour ? s
with Arm tools
— Merges stacks from processes and threads
. g Identi
Where did it happen? a p..ob.?m
—leaps to source Gather info

How did it happen? WSSWYVVCﬁLG’ -
— Diagnostic messages

Fix
— Some faults evident instantly from source
. L] f) Locals Curreni Line(s) Current Stack I

Why dld It happen : :l Curreni Line(s) I [
— Unique “Smart Highlighting” Varinble Name | |

i i - feol m 36 L
— Sparklines comparing data across processes ) "l 2724 |

e S ST e 2 oo
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Preparing Code for Use with DDT

As with any debugger, code must be compiled with the debug
flag typically -g

It is recommended to turn off optimization flags i.e. =00
Leaving optimizations turned on can cause the compiler to
optimize out some variables and even functions making it
more difficult to debug
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Segmentation Fault

In this example, the application crashes with a segmentation error outside of DDT.

ElTermlr-l-rhulguln@ryanllnux:Imedhlsf_VH_sl-miTrlInlng_CodasH_z_eshrimplﬂsc 4+ _ O X
Edit View Terminal Tabs Help

func3 at cstartmpi.f90:103
cstartmpi at cstartmpi.f90:62

mpirun noticed that process rank 12 with PID 18305 on node
remotemachine exited on signal 11 (Segmentation fault).

| [ rhulguin@ryanlinux T901%$

What happens when it runs under DDT?
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Segmentation Fault in DDT

F cstartmpi.foo [ Locals Current Line... | currentst.. |
Current Li = X
95 - | =
- . N . Variable Name I Value
S = subroutine func3 (my_ rank) & tab
97 J._nteger, allocatable :: tab(:,:) x 4198128
98 integer :: X, y, my rank y — 0
99
100 allocate(tab(0:12,0:12))
101 = d i=0,11
102 = do while (y /= 12)
103 tab(x,vy) = (x+1)*(y+1)
0 = + +
1‘; 3 Yy -y my_rank+l Program Stopped x|
106 Processes 0-15:
107 A '
108 Process stopped in func3 (cstartmpi.f90:103) with
1 ; =~ signal SIGSEGV (Segmentation fault).
110 = subroutine print_arg(arg) Reason/Origin: address not mapped to object (attempt
111 character (128) :: arg to access invalid address)
< I Your program will probably be terminated if you » |
continue.
You can use the stack controls to see what the process
<s I Tracepoints I Tracepoint Output I Logbook | Eva was doing at the time. =) 22
& X | Ex [V~ Always show this window for signals
= ;
= Continue Pause

DDT takes you to the exact line where Segmentation fault occurred, and you can
pause and investigate
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Invalid Memory Access

F  cstartmpi.foo [ | Locals Current Line... | Current St... |
: Current Line(s) g X
96 = subroutine func3 (my rank) ;I N
- . - Variable Name Value
7 integer, allocatable :: tab(:,:) Shen (0] = ([0] = -158I
8 integer :: %X, ¥y, my rank x 3 4198’128 o
- by —o
100 allocate(tab(0:12,0:12))
101 = do i=0,11
102 = do while (y /= 12)
103 tab(x,y) = (x+1)*(y+1)
104 Yy = vimy rank+1
105 end | On this line:
106 end dd 16 processes: ranks 0-15
107 dealldq
108 end =ubid ! Thread (Rank 0): #1
10 Name: tab
110 = subrouti| Type: integer (kind=4), ALLOCATABLE
111 charad (9:12.,0:12)

The array tab is a 13x13 array, but the application is trying to write a value to
tab(4198128,0) which causes the segmentation fault.

i is not used, and x and y are not initialized
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It works... Well, most of the time

A strange behaviour where the application
“sometimes” crashes is a typical sign of a memory
bug

Arm DDT is able to force the crash to happen

SCHRODIN
BUG
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Advanced Memory Debugging

Run
Run: mpirun -n 4 examples/wave_c Details
Command:  mpirun -n 4 examples/wave_c
OpenMP
cupa
Memory Debugging
Details

Plugins: none

oo opions e
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Memory Debugging Options

-
-

¥ Preload the memory debugging library Language: | C/Fortran, no threads
Note: Preloading only works for programs linked against shared libraries. If your
program is statically linked, you must relink it against the dmalloc library
manually.

Heap Debugging

Fast Balanced Thorough Custom

)

Enabled Checks: | basic More Information

Heap Overflow/Underflow Detection
Add guard pages to detect out of bounds heap access

-
v

Guard pages ‘ "{ Add guard pages

Advanced

Check heap consistency every _:‘ heap operations

| Store stack backtraces for memory allocations

Only enable for these processes:

{ 100% | SelectAll || x2 || x0.5 |[ 1%

Argonne &
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basic

*Detect invalid
pointers passed to
memory functions
(e.g. malloc, free,
ALLOCATE,
DEALLOCATE,...)

check-fence

*Check the end of an
allocation has not
been overwritten
when it is freed.

free-protect

*Protect freed

memory (using
hardware memory
protection) so
subsequent
read/writes cause a

Added
goodiness

*Memory usage,
statistics, etc.

14  Argonne Leadership Computing Facility

Balanced

Heap debugging options available

free-blank

*Overwrite the bytes
of freed memory with
a known value.

alloc-blank

«Initialise the bytes of
new allocations with
a known value.

check-heap

*Check for heap
corruption (e.g. due
to writes to invalid
memory addresses).

realloc-copy

*Always copy data to
a new pointer when
re-allocating a
memory allocation
(e.g. due to realloc)

check-blank

*Check to see if space
that was blanked
when a pointer was
allocated/freed has
been overwritten.

check-funcs

*Check the arguments
of addition functions
(mostly string
operations) for
invalid pointers.

See user-guide:
Chapter 12.3.2
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Guard pages (aka “Electric Fences”)

| | | | | | I
4 kBytes MEMORY ALLOCATION d

(typically
A IR I R B

MEMORY ALLOCATION

* A powerful feature...:

» Forbids read/write on guard pages throughout the whole execution

(because it overrides C Standard Memory Management library)

« ... to be used carefully:
» Kernel limitation: up to 32k guard pages max ( “mprotect fails” error)

« Beware the additional memory usage cost
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= nwo <= & {:.} {?} e El Bt Bl BE ! [ @ | =)

-~ Current Group: Focus on current: @ Group (. Process (. Thread [ | Step Threads Together
1 24576 processes (0-24575) Paused: 17223 Playing: 7353 Finished: O
Currently selected: (on nid00194, pid 9481, main thread IWP 9481)
Create Group
Project Files = @ |  MpiEnvironment.cc 3¢ | € xyzpartc 3¢ | | Locals | CurrentLine(s) | Current Stack |
[ Search (Ctrl+K) | < 551 ikvsortii(ntsamples, allpicks); («| CurrentLine(s) E3)
: — ™ Vol T‘ 552 Variable Name Value
— olume lravi+ 553 ) _ ) - allpicks Bl 05 222580552070
G- — WBYZ.C 554 /* Select the final splitters. Set the boundaries to s i oS
™ WholeGeo . for (i=1; i<npes; i++) mypicks A 0 2267810
=™ \writer ce 556 mypicks[i1] = allpicks[i*ntsamples/npes]; npes ——24575
- wspa":e c 557 mypicks[0] . key = IDX_MIN; ‘~ntsamples ——1818550
@ XdrFilewrite 558 mypicks[npes].key = IDX_MAX;
g S59
| XdivlemRez
| XdiMemwri S60 A
| XdrReader.c 561 WCOREPOP; /* free allpicks */ —
[ Xdrwriter.cc 562 E
o XmlAbstract 563 STOPTIMER(ctrl, ctrl-=AuxTmr2);
& xyzpart.c 564 STARTTIMER(ctrl, ctrl-=AuxTmr3);
[+ @ External Code = 565 =[] I >
[«] [ [»] [ [ [*]  Type: none selected
Input/Output | Breakpoints | Watchpoints Stacks | Tracepoints | Tracepoint Output | Logbook | Evaluate & =
Stacks [& ¥ | Expression Value
Processes Threads Function ‘ W-27232254%
17223 17223 J= main (main.cc:37) Type: int
172231 117223 1 = SimulationMaster:SimulationMaster (SimulationMaster.cc.E3) -
17223 117223 | = SimulationMaster-Initialise (SimulationMaster.cc:154) ?g,’;gg;g’"r‘of; :5762;527z63|t° -12282046
17223 1172231 ] = hemelb::geometry:GeometryReader:LoadAndDecompose (GeometryReader.cc:188) P 4
17223 117223 ] =l hemelb:geometry:GeometryReader:OptimiseDomainDecomposition (GeometryReaderc
17223 117223 ] = hemelb::geometry::decomposition::OptimisedDecomposition::OptimisedDecomposition
17223 117223 | =l hemelb:geometry:decomposition:OptimisedDecomposition:CallParmetis (Optimisec
172231 117223 ] = PamMETIS_V3_PantGeomkKway (gkmetis.c:90)
17223 117223 ] =l libparmetis_ Coordinate_Partition (xyzpart.c:58)
17223 17223 libparmetis  PseudoSampleSort (xyzpart.c.S56)
(o

7353 processes playing

[E Computer | @ titan-ext7 || . Allinea DDT 4.2.1-36484 o) |[La ' Sun Aug 10. 7:50 PM [Z3|




ew Bugs from Latest Changes

File Edit View Control

TJools Window Help

Il=Juw & a 5 R EeELEx Efl !

-5~

“Focus on current: & Process ¢ Thread II_ Step Threads Together ||" 1 B3 ¢

OO
Project Files &# x| ¢ wave openmp.c @ | Locals  Current Line(s) | cCurrent Stack |
| search (Ctri+k < g xggz?: :gg 1683 for (3 = 1; 3 <= _=||current Line(s) & X
= = Application Code 8 months ago 21 - Variable Name IVaIue
=/ 8 months ago 1 1) (first —— Ox7ffffab7a01c
& = 1= ——ox7ffffab7a010
£ 8 months ago 221
=] ve openm; _ B s cos
do_math(int i) : void 8 months ago }
: get_data(void) : void 8 months ago 224 3
: init_line(void) : void € months ago
main(int argc, char *=a |& months ago o
output_master(void) : v 227
¥ output_workers(void) : & months ago 5= _I
+ reduce_print(const cha |z nmonths ago 2-
& time_mpi_start : void 8 months ago
3 time_mpi_stop : void 8 months ago 23z iterations;
~- (21l update(int left, int right |8 months ago
G}~ # External Code 8 months ago
8 months ago 235
8 months ago
& months ago 7
8 months a
g months ago . {ml
SR I | <l [Type: none selected
Input/Output | Breakpoints | Watchpoints Stacks I Tracepoints | Tracepoint Output | Logbook | Evaluate 5 x
Stacks & X | Expression |Value |
|Threads LFuncﬁon / | =-newval ——Oox7ffffab7a010
+-oldval ——ox7ffffab7a010
=-values ——Ox7ffffab7a010
Ready
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Track Your Changes in a Logbook

Allinea DDT - Allinea Forge 7.0 [Trial Version]
File Edit View Control Tools Window Help

» []E & 5 & B B8 Bt EJ B

Process

n-5-

+ |Focus on current: @ Grou| rea
< |F t G Thread

CIGIEIE]

Current Group: | All

All

Create Group

Step Threads Together

@ cstartmpi.c
® funcl()

: void
:int

f(int) *10

P 8 | ¢ cstartmpic X Locals | Current...
Search (Ctrl+K L 1 o Current Line(s)
—— Variable Name
- & Application Code  WORLD, &my_rank);
H-m / 94 OMM_WORLD, &p); P
=}- ¥ Sources B

Kl

[4] [

F func21()

[»)

D)

Type: none selected

Input/Output | Breakpoints | Watchpoints | Stacks | Tracepoints | Tracepoint Output

Logbook Evaluate
[ | Expression

-
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Logbook
Time Ranks Message
.. Launching program /home/bpaisley/demo/ddt/cstartmpi/cstartmpi.exe
0:00 0-3 1) at Wed Mar 1 10:59:59 2017
Executable modified on Tue Feb 21 10:53:10 2017
0:05 0-3 j) Startup complete.
0:05 n/a Select process group All
. Add tracepoint for cstartmpi.c:113
0:05 0-3 D Vars: x, y
0:05 0-3 D Add breakpoint for cstartmpi.c:102
0:05 0-3 D Add breakpoint for cstartmpi.c:171
#- 0:05 n/a Add Expression to Evaluate: my_rank
0:28 0-3 =, Step Over
=-0:28 0-3 Process stopped.
+- Stacks
#- Current Stack
- Locals
argc —1
argv — 0x7fffffffcea8
beingWatched —_
bigArray
dest —0
dynamicArray — 0x0
environ — O0x7fffffffceb8
i —_nN

8

(o]

Curren... Raw Co...
®
Value
—100
®
Value
Ready
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Five great things to try with Allinea DDT

;W T (1=0;1<SIZEM; i)
e | for (j =0 ; < SIZE 0; j++)
Tracepoint Ovput C[i15] = o;
=S Viues kgged Fi=0; 1< SIZEM; ir)
for (320 ; ) < SIZE N; j++)
wits e e ] o W20 . For (k=0 ; k < STZE 0; k)
RUI2BR C[il[3] += A[i][k] * BIKI[i];
0 ks
woeE | BT e Program Stopped
0. T (nump
Vhone 5085 %‘yf";hm o | e '-"1 MEY ol H‘ B ™ Py Mpl’j Process 0:
oy U Process stopped at watchpoint "rank” in main (watchmatrix.c:45).
Ry BT = e 0ld value: 0
. - value:
919, ranks B New value: 1074790400
rhone S085 ! NIV ol 28 md
' nunznn. | " .'I' b H‘ " | Always show this window for watchpoints
% ks it ("
Wl a8 T e per intf( "‘ 12 | > continue H 11 Pause H 11 pause il |
(argc
hone 5025 . for (1
The scalable print - < iable ch
o top on variable change

alternative

&& !stremp(argv[i], "crash")) {

0;
s", *(char **)argv[i]);

11 sef

® Program Stopped

¢
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Processes 0-3:

Memory error detected in main (hello.c:118):

null pointer dereference or unaligned memory access
Note: the latter may sometimes occur spuriously if gual
enabled

Tip: Use the stack list and the local variables to explore
current state and identify the source of the error.

Detect read/write
beyond array bounds

£ hello.c 3

A\ This file is newer than your program. Please recompile then restart yo

43 else
A 44 test=-1;
45 }
46
47 = void func3()
48 {
49 void* i = (void*) 1;

A 50 while(i++ || !i)
free((void*)i):
A portability 'i' is of type 'void *'. When using void pointers in calcula

Left click to add a breakpoint on line 50

Z] Static analysis warnings
D on code errors

Detect stale memory
allocations
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Arm DDT cheat sheet

Load the environment module
— $ module load forge/19.1.2
— $ module unload xalt
Prepare the code
— $ cc -00 -g myapp.c -0 myapp.exe
Start Arm DDT in interactive mode
— $ ddt aprun -n 8 ./myapp.exe arg1 arg2
Or use the reverse connect mechanism
— On the login node:
« $ddt&
— (or use the remote client) <- Preferred method
— Then, edit the job script to run the following command and submit:
* ddt --connect aprun -n 8 ./myapp.exe arg1 arg2

21 Argonne Leadership Computing Facility
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Configure the remote client

nstall the Arm Remote Client

* Go to : hitps://developer.arm.com/products/software-development-
tools/hpc/downloads/download-arm-forge

Connect to the cluster with the remote client
Open your Remote Client
Create a new connection: Remote Launch =» Configure = Add
« Hostname: <username>@theta.alcf.anl.gov
- Remote installation directory:
/soft/debuggers/forge-19.1.2-2019-08-06

23 Argonne Leadership Computing Facility
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https://developer.arm.com/products/software-development-tools/hpc/downloads/download-arm-forge

Static Linking Extra Steps

To enable advanced memory debugging features in DDT, you must link explicitly against our memory libraries
Simply add the link flags to your Makefile, or however appropriate

Iflags = -L/soft/debuggers/ddt/lib/64 -WI,--undefined=malloc -ldmalloc -WI,--allow-multiple-definition
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Questions?
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Thank You!
Danke!
Merci!

5157 |

HOHED!

Gracias!

Kiitos!
ZhALghL| C}
T dlc,




